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Hillcroft Nursing Homes 

Employment Privacy Notice  
Introduction 
 

As your employer/potential employer, we need to process information about you for normal 
employment purposes.  “Processing” can mean collecting, recording, organising, storing, sharing or 
destroying data. 
 

We are committed to providing transparent information on why we need your personal data and 
what we do with it. This information is set out in this privacy notice. It will also explain your rights 
when it comes to your data.   
 

Who We Are and How To Contact Us 

As the data controller, Hillcroft Nursing Homes Ltd are legally responsible for how the information 
that you provide to us is handled. We will comply with the Data Protection Act 2018 and the GDPR 
(2016) in the way we use and share your personal data.  Among other things, this means that we will 
only use your personal data: 
 

· Fairly and lawfully 
· As set out in the legislation and this notice 
· To the extent necessary for these purposes 
 

We will process your personal data ourselves as the data processor.  We will take reasonable 
precautions to safeguard the personal information that you supply. 
 

You can get in touch with us in any of the following ways: 
 

Email: welcome@hillcrofthome.co.uk 
 

Phone: 01524 734433 
 

Website: www.hillcrofthome.co.uk 
 

Post:   Hillcroft Nursing Home, 
  North Rd, 

Carnforth. 
LA5 9LX 



 
 

 

What data do we have? 
Applicants 
During recruitment we need to keep and process information about you. We may record the 
following types of data about you: 
• Your basic details and contact information e.g. your name, address, date of birth, National 

Insurance number  
• Recruitment information including references and other information you provide in your 

application or CV 
 

Employees 
As your employer we need to keep and process information about you for normal employment 
purposes. We may record the following types of data about you: 
• Your basic details and contact information including emergency contact 
• Recruitment information  
• Your financial details e.g. bank details, PAYE and pension details 
• Your employment details e.g. position, working hours, rate of pay 
• Performance details including appraisals, disciplinary and grievance information 
• Your training and development records 
 

We also record the following data which is classified as “special category”: 
• Health and social care data about you, which might include both your physical and mental 

health data – we will only collect this if it is necessary for us to know as your employer, e.g. fit 
notes  

• We may also record data about your race, ethnic origin, sexual orientation or religion 
 

As part of your application you will be required to undergo a Disclosure and Barring Service (DBS) 
check (Criminal Record Check). We do not keep this data once we’ve seen it.  
 

Why do we have this data?  
Applicants 
We require this data so that we can assess your suitability for our employment in the post applied for. 
By law, we need to have a lawful basis for processing your personal data.  
 

We process your data with your Consent. You have the right to withdraw your consent at any time by 
contacting us and requesting this, however by withdrawing your consent your application may no 
longer be considered. 
 

Employees 
We require this data so that we can contact you, pay you and make sure you receive the training and 
support you need to perform your job. By law, we need to have a lawful basis for processing your 
personal data.  
 

We process your data because: 
• We have a legal obligation under UK employment laws 
• We are required to do so in order to fulfil a contract that we have with you 
• We have a legitimate interest in processing your data – for example, we may provide data 

about your training to Skills for Care’s National Minimum Data Set 
 

We process your special category data because: 
• It is necessary for us to process requests for sick pay or maternity pay 



 
 

 

• We are required to provide data to our regulator, the Care Quality Commission (CQC), as part 
of our public interest obligations 

 

We request your criminal records data because we have a legal obligation to do this due to the type 
of work you do. This is set out in the Data Protection Act 2018 and the Rehabilitation of Offenders Act 
1974 (Exceptions) Order 1975. We do not keep a record of your criminal records information (if any). 
 

We may also process your data with your consent. If we need to ask for your permission, we will offer 
you a clear choice and ask that you confirm to us that you consent. We will also explain clearly to you 
what we need the data for and how you can withdraw your consent.   
 

How do we collect/share your data? 
As your employer we need specific data. This is collected from or shared with: 
1. You or your legal representative(s) 
2. Third parties 
We do this face to face, via phone, via fax, via post, via email, via our website and via secure on-line 
portals. 
 

Third parties are organisations we have a legal reason to share your data with. These include: 
• Her Majesty’s Revenue and Customs (HMRC) 
• NEST Pensions 
• BACS 
• SAGE payroll 
• Training providers  
• Organisations we have a legal obligation to share information with e.g. for safeguarding, the 

CQC 
• The police or other law enforcement agencies if we have to by law or court order 
• Safe and Sure DBS  
 

How long do we keep your data? 
We will only retain your personal data for as long as necessary to fulfil the purposes we collected it 
for, including for the purposes of satisfying any legal, accounting, or reporting requirements. 
 

To determine the appropriate retention period for personal data, we consider the amount, nature, 
and sensitivity of the personal data, the potential risk of harm from unauthorised use or disclosure of 
your personal data, the purposes for which we process your personal data and whether we can 
achieve those purposes through other means, and the applicable legal requirements.  
 

Unsuccessful applicants’ information will be retained for a period of 6 months. 
 

We will generally retain your personnel records for as long as you work at Hillcroft and for seven 
years after you leave our employment.  
 

In some circumstances you can ask us to delete your data as detailed in your rights. We may 
anonymise your personal data (so that it can no longer be associated with you) for research or 
statistical purposes in which case we may use this information indefinitely without further notice to 
you. 
 

Security 
We have put in place appropriate security measures to prevent your personal data from being 
accidentally lost, used or accessed in an unauthorised way, altered or disclosed. 



 
 

 

In addition, we limit access to your personal data to those employees, agents, contractors and other 
third parties who have a genuine need to know such data. They will only process your personal data 
on our instructions and they are subject to a duty of confidentiality. 
 

We do not routinely process any data outside the European Economic Area (EEA), however if this 
becomes necessary, adequate safeguards will be put in place to ensure the security of your data. 
 

We have put in place procedures to deal with any suspected personal data breach and will notify you 
and any applicable regulator of a breach where we are legally required to do so.  
We will report any breaches or potential breaches to the appropriate authorities within 24 hours and 
to anyone affected by a breach within 72 hours.  
  
Your rights 
The data that we keep about you is your data and we ensure that we keep it confidential and that it is 
used appropriately. You have the following rights when it comes to your data: 
1. You have the right to request a copy of all of the data we keep about you.  
2. You have the right to ask us to correct any data we have which you believe to be inaccurate. 

You can also request that we restrict all processing of your data while we consider your 
rectification request. 

3. You have the right to request that we erase any of your personal data which is no longer 
necessary for the purpose we originally collected it for.  

4. You may also request that we restrict processing if we no longer require your personal data for 
the purpose we originally collected it for, but you do not wish for it to be erased.  

5. You can ask for your data to be erased if we have asked for your consent to process your data. 
You can withdraw consent at any time – please contact us to do so.  

6. If we are processing your data as part of our legitimate interests as an organisation or in order 
to complete a task in the public interest, you have the right to object to that processing. We 
will restrict all processing of this data while we look into your objection. 

 

Subject Access Requests 
You will not have to pay a fee to access your personal data (or to exercise any of the other rights). 
However, we may charge a reasonable fee if your request is clearly unfounded, repetitive or 
excessive. Alternatively, we may refuse to comply with your request in these circumstances. 
 

To make a Subject Access Request (SAR), please contact us at the address on page one.  We may need 
to request specific information from you to help us confirm your identity and ensure your right to 
access your personal data (or to exercise any of your other rights). This is a security measure to 
ensure that personal data is not disclosed to any person who has no right to receive it. We may also 
contact you to ask you for further information in relation to your request to speed up our response. 
 

We aim to respond to all legitimate requests within one month. Occasionally it may take us longer 
than a month if your request is particularly complex or you have made a number of requests. In this 
case, we will notify you and keep you updated. 
 

Complaints 
If at any time you are unhappy with the way in which your personal data has been processed you may 
in the first instance contact us using our contact details on page one.  
 

You also have the right to complain directly to the Information Commissioner at: 
 Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF 

https://ico.org.uk/global/contact-us/  


